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Abstract of the contribution: This paper proposes an update to the general security aspects of the 5G System for LI data (e.g., target list).
1
Introduction
Security of LI data (e.g., target list) stored in a NF must be considered. The transmission and storage of such data should meet local regional regulatory requirements. This contribution proposes changes to address these aspects.
2
Discussion
Currently, Clause 5.10.1 General security aspects does not include text to address how to handle sensitive data stored in a Network Function (e.g., UDSF).  For example, there may be additional requirements for how LI data is stored or moved.  If a NF stores UE context in the UDSF, this may include certain LI information associated with that context.  Thus, whenever LI data (e.g., target list) is to be transmitted by a NF or stored by a NF, this information must be confidentiality and integrity protected to meet regulatory requirements regarding undetectability, leakage, and data altering.

3
Proposal
In developing the NF interaction requirements, the material described in the discussion section of this contribution should be taken into account.  Specific text changes are provided below to address the LS in from SA3-LI in regards to security requirements for the storage and transmission of LI data (e.g. target list).
***** START of CHANGE *****
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5.10.1
General

The security functions in the 5G system include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality protection.

-
Control Plane signalling confidentiality and integrity protection.

-
User identity confidentiality.
-
Support of LI requirements as specified in TS 33.106 [35] subject to regional/national regulatory requirements, including protection of LI data (e.g., target list) that may be stored or transferred by an NF.

Editor's note:
Detailed description for the security functions will be addressed after the corresponding SA WG3 work is concluded.

***** END of CHANGE *****
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